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BlueKeep Vulnerability 

 

Publication Date: 2019-07-03 

Last Update: 2019-07-03  

CVSS v3.0:  

 Base Score:  9.8 CRITICAL 

 Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

 Impact Score: 5.9 

 Exploitability Score: 3.9 

Description 

On May 16, 2019, a cybersecurity vulnerability regarding Remote Desktop Services has been 
announced. This vulnerability identified as CVE-2019-0708  allows remote unauthenticated 
attackers to run arbitrary code, conduct denial of service attacks, and potentially take control 
of vulnerable systems. 

Product Status 

SuperSonic medical devices are not affected by CVE-2019-0708 

Additional Information: 

SuperSonic Imagine recommends the following cyber Hygiene practices: 

 Ensure that your equipment is in a physically protected and actively monitored area; 

 Ensure that only secure/sanitized USB storage devices are utilized; 

 Ensure that your equipment is protected against network access by unsupervised 

systems (typically provided by mechanisms such as firewalls and VPNs); and 

 Ensure your data has been backed up and stored according to your institution policy. 

 

CISA Alert (AA19-168A)  on Microsoft Operating Systems BlueKeep Vulnerability is available 
here. 

 

For further information on product’s security please visit our product security page: 
https://supersonicimagine.com/security 
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